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I’M SORRY…



WHAT ARE WE TALKING ABOUT?

• NEW CANE & ABLE WEBSITE

• BASIC SECURITY

• INTERNET SCAMS

• EMAIL SCAMS

• CREDIT CARD SCAMS

• POSTAL MAIL SCAMS

• OTHER THINGS TO BE AWARE OF



CANEANDABLE.ORG



WHY WE CARE ABOUT SECURITY

• 45,0000,000,000 CYBERATTACKS MADE ON JPMORGAN CHASE EVERY SINGLE DAY

• SPENDS $15 BILLION A YEAR ON CYBERSECURITY

• 62,000 ENGINEERS DEVOTED TO TACKLE CYBERCRIMES

• MORE ENGINEERS THAN GOOGLE

• CYBERCRIMINALS DON’T CARE ABOUT SIZE

• THEY GO AFTER EVERYONE THEY CAN FIND

• INCLUDING YOU AND ME!



DO YOU USE THESE DEVICES?

• PCS, LAPTOPS, ETC.

• SMARTPHONES

• GAMING CONSOLES

• “RING” DOORBELL

• SMART THERMOSTATS, APPLIANCES

• CREDIT CARD READERS
• GROCERY STORES
• RESTAURANTS

• GAS STATIONS

• SMART WATCHES



HTTPS:// OR HTTP://

• HTTP:// IS NOT SECURE

• HTTPS:// IS SECURE

• MUST HAVE FOR 
BANKING OR PERSONAL 
INFO



PASSWORDS

• MY FIRST PASSWORD

• LENGTH AND 
COMPLEXITY ARE KEY

• DON’T USE ANYTHING 
EASY TO GUESS 
(DATES, NAMES, ETC.)



PASSWORDS, CONT’D

• 26 LOWER + 26 UPPER CASE LETTERS + 10 NUMBERS + 5 SYMBOLS = 67 COMBINATIONS

• 1 CHARACTER PASSWORD = 67 COMBINATIONS

• 2 = 4,489

• 3 = 300,763

• 4 = 20,151,121

• 5 = 1,350,125,000

• 6 = 90,000,000,000

• 7 = 6,000,000,000,000  = 6 TRILLION (4 SECONDS TO CRACK)



PASSWORDS, CONT’D

• UPPER AND LOWER CASE LETTERS

• NUMBERS AND SYMBOLS

• MINIMUM LENGTH 12

• REAL-WORLD: 18-20

• MAKE THEM UNIQUE

• NO DICTIONARY WORDS

• DIFFERENT PASSWORDS FOR EACH ACCOUNT

• CHANGE THEM FREQUENTLY

• 2-FACTOR AUTHENTICATION

• PASSWORD MANAGER



PASSWORD MANAGERS

• 1PASSWORD (BEST OVERALL ACCORDING TO CHATGPT)

• BITWARDEN (SECURITY GEEKS AND DEVELOPERS)

• DASHLANE (BEGINNER FRIENDLY)

• KEEPER (CORPORATIONS)

• NORDPASS (SIMPLE & CLEAN)

• LASTPASS (PEOPLE MOVING AWAY FROM – SECURITY BREACHES)



SCAMS & RELATED STUFF



GARAGE DOOR OPENER IN YOUR CAR

• IF PARKED OUTSIDE, SOMEONE COULD BREAK IN YOUR CAR AND OPEN YOUR GARAGE DOOR

• IS THE DOOR TO YOUR HOUSE UNLOCKED?

• ARE THERE TOOLS IN YOUR GARAGE?



GOING ON VACATION?

• STOP YOUR MAIL

• HAVE SOMEONE HOUSE-SIT

• ENSURE GRASS IS CUT/SNOW IS SHOVELED

• HAVE SOMEONE PUT DELIVERIES INSIDE

• DON’T POST ON SOCIAL MEDIA UNTIL YOU RETURN



WHAT WE’RE UP AGAINST
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NEW FBI WARNING:
DRAINING SENIORS’ ACCOUNTS

• “TECH SUPPORT” CALL (CALLER ID CAN BE 
SPOOFED)

• TRICK YOU INTO DOWNLOADING A 
PROGRAM, GIVING THEM DIRECT ACCESS TO 
YOUR COMPUTER

• “FRAUD DEPARTMENT” CALLS – MOVE MONEY 
TO A “SAFE ACCOUNT”

• “US GOVERNMENT” CALLS – MOVE MONEY 
FOR PROTECTION

• HANG UP AND CALL THE BANK (OR 
WHOMEVER)DIRECTLY

•  USE NUMBER FROM CARD OR MAILED 
STATEMENT

• DON’T CLICK/DOWNLOAD ANYTHING



• VISHING – USING VOICES TO TRICK YOU

• AI-GENERATED





STEPS TO TAKE TODAY

• GENERAL PROTECTION

• INSTALL ANTIVIRUS AND ANTIMALWARE PROTECTION

• USE STRONG, UNIQUE PASSWORDS FOR ALL ACCOUNTS (AND PASSWORD MANAGER)

• ENABLE TWO-FACTOR AUTHENTICATION (2FA)

• KEEP SOFTWARE, BROWSERS, AND DEVICES UPDATED

• INTERNET SAFETY

• BOOKMARK FREQUENTLY-USED SITES

• BE CAREFUL SHARING ON SOCIAL MEDIA



MORE STEPS TO TAKE TODAY

• EMAIL SAFETY

• ALWAYS VERIFY THE SENDER’S DETAILS BEFORE RESPONDING, ESPECIALLY FOR SENSITIVE INFO

• IF YOU SUSPECT PHISHING, MARK IT AS SPAM AND DELETE IT IMMEDIATELY

• CREDIT CARD SAFETY

• USE VIRTUAL CARD NUMBERS FOR ONLINE PURCHASES

• SET SPENDING LIMITS ON YOUR CARDS



EVEN MORE STEPS TO TAKE TODAY

• POSTAL MAIL SAFETY

• USE A LOCKING MAILBOX OR PO BOX

• MONITOR YOUR CREDIT REPORT FREQUENTLY FOR SIGNS OF UNUSUAL ACTIVITY OR 
UNAUTHORIZED ACCOUNTS



4 STEPS IF YOU BECOME A VICTIM

• 1: INTERNET OR EMAIL SCAM VICTIM

• CHANGE PASSWORDS IMMEDIATELY FOR ANY COMPROMISED ACCOUNTS

• USE A DEVICE YOU KNOW IS SECURE. RUN A SCAN ON YOUR DEVICE FOR MALWARE AND REMOVE 
ANYTHING SUSPICIOUS

• CONTACT THE LEGITIMATE ORGANIZATION INVOLVED TO LET THEM KNOW WHAT HAPPENED.



IF YOU BECOME A VICTIM

• 2: CREDIT CARD FRAUD VICTIMS

• CALL YOUR CREDIT CARD ISSUER RIGHT AWAY TO REPORT THE FRAUD. THEY CAN FREEZE YOUR 
ACCOUNT AND ISSUE A NEW CARD

• DISPUTE ANY UNAUTHORIZED CHARGES

• CHECK YOUR CREDIT REPORT FOR OTHER POTENTIAL ISSUES

• CONSIDER FREEZING YOUR CREDIT TO PREVENT NEW ACCOUNTS FROM BEING OPENED IN YOUR 
NAME.



IF YOU BECOME A VICTIM

• 3: POSTAL MAIL VICTIM

• REPORT STOLEN OR SUSPICIOUS MAIL TO THE U.S. POSTAL INSPECTION SERVICE

• MONITOR YOUR CREDIT FOR IDENTITY THEFT, AND PLACE A FRAUD ALERT ON YOUR CREDIT FILE IF 
NECESSARY

• INFORM ANY COMPANIES INVOLVED, LIKE UTILITY PROVIDERS OR BANKS, TO FLAG YOUR ACCOUNT 
FOR UNUSUAL ACTIVITY.



IF YOU BECOME A VICTIM

• 4: REPORT ALL SCAMS

• FILE A REPORT WITH YOUR LOCAL LAW ENFORCEMENT AGENCY AND THE FEDERAL TRADE 
COMMISSION (FTC). REPORTING HELPS PROTECT OTHERS FROM FALLING VICTIM TO THE SAME 
SCAM.



IS YOUR TECHNOLOGY SPYING ON YOU?

• ALEXA/SIRI?

• “SMART” DEVICES





TEST TIME:
CAN YOU SPOT THE WARNING FLAGS?
























